
This report looks at the following areas:

•• How the continued trend to digitisation has the potential to render
growing levels of data to potential cyberattacks.

•• The continued rate of growth of the market, almost irrespective of
economic disruptions, as technology, corporate compliance and ever-
increasing cyberattack sophistication drive the market.

•• The driving forces of cyberattacks, particularly phishing, unauthorised
access and ransomware, and the growing trend towards outsourcing
computer security.

•• How cloud computing is changing the market and the Internet of Things is
developing to further increase demands on computer security and
potentially change the nature of attacks from sensitive data – that leads to
fraud – to attacks on autonomous vehicles that could cause physical
damage.

In 2023, the global annual cost of cybercrime is predicted to exceed $8 trillion
(£6.6 trillion). Computer security is constantly evolving partly to keep up with the
relentless development of digitisation, but more importantly to protect against
increasingly sophisticated and varied attacks. At one end of the scale,
international tensions give rise to potential state-sponsored attacks, while, at
the other end, phishing and ransomware are readily available to criminals and
can be purchased for as little as $66 (£55). Underground forums even offer
free phishing kits and ‘crime-as-a-service’ has evolved.

The international digitisation trend continues and as we move to IoT
capabilities, such as autonomous vehicles, new potential threats emerge. The
potential criminal control of vehicles extends the threats from disruption and
financial gain to potentially devastating physical damage.

The UK had the highest number of cybercrime victims per million internet users
at 4,783 in 2022, representing an increase of 40% over 2020 figures. Against
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such a background, the growth of the computer security market is gaining
momentum irrespective of short-term economic disruption to the economy.

The DDCMS estimates there are 1,838 firms active within the UK providing
cybersecurity products and services. In 2022 (though covering 2021 data), it
also identifies an annual revenue for the sector of £10.1 billion, reflecting growth
of 14% in the year. Cybersecurity is an international business and the report
identifies 292 UK firms (16%) with a physical international presence and 281
cybersecurity companies active in the UK which are headquartered outside of
the UK. It also attracted investment in 2021 of £1.42 billion.
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• The economic situation
• Inflation is the key concern for consumers and brands…
• …and despite government support, energy prices are still a

major concern
• Rising interest rates mean that the pressure will move up to

middle- and higher-income households
• High inflation and rising interest rates will compound the

impact of the slowing recovery
• Consumer spending power will be curbed
• Unemployment is at a near 50-year low
• Consumers’ financial wellbeing has fallen from the highs of

2021…
Figure 25: Household financial wellbeing index, 2009-22
(index)

• …and most people are feeling the effects of price rises
• Geopolitical situation
• Global digitisation continues to grow

Figure 26: Worldwide internet usage, by region, 2022
(millions and %)
Figure 27: Worldwide internet penetration, 2000-22 (% of
world population)
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• Cybersecurity
Figure 34: Analysis of the structure of the cybersecurity sector,
2020 and 2021 (number of companies)
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• IBM
• Activity
• Performance
• Strategy
• McAfee Corp/Advent International
• Activity
• Performance
• Strategy
• NortonLifeLock/Avast
• Activity
• Performance

Figure 50: Financial performance of NortonLifeLock, 2016-22
($ billion)
Figure 51: Financial performance of NortonLifeLock UK,
2017-21 (£ 000)

• Strategy
• Sophos Group
• Activity
• Performance

Figure 52: Financial development of Sophos Group, 2016-20
(US$ million)

• Strategy

• Methodology

• Market forecast
Figure 53: Forecast market for computer security, 2022-27 (£
billion)

• Market drivers and assumptions
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About Mintel
Mintel is the expert in what consumers want
and why. As the world’s leading market
intelligence agency, our analysis of
consumers, markets, product innovation and
competitive landscapes provides a unique
perspective on global and local economies.
Since 1972, our predictive analytics and
expert recommendations have enabled our
clients to make better business decisions faster

Our purpose is to help businesses and people
grow. To find out how we do that, visit
mintel.com.
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