
This report looks at the following areas:

•• Industry and regulatory developments regarding digital privacy and
security

•• Approaches leading players are using to protect privacy and safeguard
consumers

•• Consumer attitudes regarding sharing and protecting their information and
identity online

•• Opportunities to drive consumer confidence regarding digital privacy and
security

Personal information plays a critical role in driving the $234.4 billion online
advertising industry, with marketers, publishers and adtech companies using
consumer surfing and purchasing data to precision-target campaigns and
drive revenue. However, the massive data footprints consumers are generating
online also result in significant risks. In 2021, the FTC received close to 980,000
fraud complaints relating to digital interactions such as texts, emails or online
transactions. Meanwhile, a study by AARP found that close to 42 million US
consumers were victims of identity theft in 2021, resulting in $52 billion in losses.

Not surprisingly, digital privacy and security are key concerns for consumers.
86% agree that they need to be careful about the information they share online
and 81% agree that nothing done online is ever truly private. To encourage
consumers to make transactions and share information online, companies must
implement strong security protections – without overly impacting the customer
experience.
In this Report, Mintel analyzes industry initiatives and consumer perspectives
regarding digital privacy and security and uncovers best practices companies
can use to navigate these conflicts.
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"Maintaining a safe online
environment is critical for
consumers to feel comfortable
spending more time and
money online. Yet, the vast
majority of consumers are
concerned about how their
personal information is being
used – and a majority believe
that both the government and
industry should be doing more
to keep them safe."
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• Geopolitical risks could escalate cybercrime

• Apple accelerates privacy
• Google struggles for a balance
• Meta continues to fumble
• Security firms jostle for position

• Establish privacy as a core value
Figure 9: Apple iPhone privacy - Instagram post, 2022
Figure 10: Apple iPhone “Data Auction” ad, May 2022

• Spectrum keeps security front and center
Figure 11: Spectrum Onboarding email, September 2022

• Financial firms employ a gamut of features
Figure 12: Wells Fargo “Regina’ King’s Puppy” TV commercial,
January 2022
Figure 13: Wells Fargo direct email marketing, January 2022

• Four segments of consumers present different opportunities
• Online privacy and security are concerns, consumers want

protection
• Feeling in control, staying in charge is critical
• Credit card information a particular concern
• Consumers willing to share some information
• Potential for wide range of authentication methods
• Nearly all take precautions, use additional security

measures

• Four segments of consumers based on attitudes toward
tracking, digital privacy and security
Figure 14: Consumer segments of attitudes toward tracking,
digital privacy and security, 2022

• Significant variation in comfort with online privacy
Figure 15: Attitudes toward online activity and data tracking
by consumer segments, 2022

• Protectors (31%)
• Characteristics

Figure 16: Profile of Protectors, 2022
• Opportunities

Figure 17: Protecting online privacy and data security, by
consumer segments, 2022
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CONSUMER ATTITUDINAL SEGMENTS
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• Apathetics (22%)
• Characteristics

Figure 18: Profile of Apathetics, 2022
• Opportunities

Figure 19: Digital security and privacy concerns, by consumer
segments, 2022

• Reclusives (24%)
• Characteristics

Figure 20: Profile of Reclusives, 2022
• Opportunities

Figure 21: Trust and loyalty to ISPs and software and privacy
concerns, by consumer segments, 2022

• Realists (24%)
• Characteristics

Figure 22: Profile of Realists, 2022
• Opportunities

Figure 23: Comfort with data sharing, by consumer segments,
2022

• Consumers exercise caution
Figure 24: Attitudes toward online activity and social media,
2022
Figure 25: Attitudes toward online activity and social media,
by age, 2022

• Avoid the “creepy” factor
Figure 26: Attitudes toward online data tracking and
concerns, 2022

• Only moderate trust for ISPs, devices
Figure 27: Attitudes toward trust and loyalty to ISPs and
software, 2022
Figure 28: Attitudes toward trust and loyalty to ISPs and
software, by operating system used, 2022

• Consumers want protection and control
Figure 29: Opinions about data tracking and privacy, 2022

• Men less concerned about privacy
Figure 30: Opinions about data tracking and privacy, by
gender, 2022

• Older generations trust government more than brands
Figure 31: Opinions about data tracking and privacy, by
generation, 2022

ATTITUDES TOWARD TRACKING, DIGITAL PRIVACY & SECURITY

OPINIONS ABOUT DATA TRACKING AND PRIVACY

Attitudes toward Technology: Tracking, Digital Privacy & Security - US - 2022

Report Price: £3695 | $4995 | €4400

The above prices are correct at the time of publication, but are subject to change due to currency fluctuations.

© 2022 Mintel Group Ltd. All Rights Reserved. Confidential to Mintel.reports.mintel.com

What's included
Executive Summary

Full Report PDF

Infographic Overview

Powerpoint Presentation

Interactive Databook

Previous editions

Did you know?
This report is part of a series
of reports, produced to
provide you with a more
holistic view of this market.

All Mintel 2020 reports
contain specific COVID-19
related research and
forecasts. The world’s
leading brands rely on
Mintel reports for the most
complete, objective and
actionable market
intelligence.

Buy this report now
Visit

EMEA

Brazil

Americas

China

APAC

store.mintel.com

+44 (0) 20 7606 4533

0800 095 9094

+1 (312) 943 5250

+86 (21) 6032 7300

+61 (0) 2 8284 8100

/reports.mintel.com//display/store/1099801/


• Fathers least concerned about tracking
Figure 32: Opinions about data tracking and privacy, by
gender and parent status, 2022

• Security concerns are broad-based
Figure 33: Digital security and privacy concerns, 2022

• Women particularly concerned about cyber surveillance
Figure 34: Digital security and privacy concerns, by gender,
2022
Figure 35: Select digital security and privacy concerns, by
parent status and gender by parent status, 2022

• Mixed emotions about sharing activity history
Figure 36: Comfort with data sharing – Online habits, 2022
Figure 37: Comfort with data sharing – Online habits, by age
and gender, 2022

• More openness with sharing entertainment preferences
Figure 38: Comfort with data sharing – Entertainment
preferences and social media, 2022

• Nearly half would share their demographic information
Figure 39: Comfort with data sharing – Personally identifying/
tracking data, 2022

• Financial transactions a no-go zone for many
Figure 40: Comfort with data sharing – Health & financial
data, 2022
Figure 41: Comfort with data sharing – Health & financial
data, by age, 2022

• Consumers not yet ready to replace passwords
Figure 42: Security methods to confirm online identity, 2022

• Apple users prefer biometrics
Figure 43: Security methods [NETS] to confirm online identity,
by operating system used, 2022

• Women more comfortable with text codes
Figure 44: Select security methods to confirm online identity,
by generation and gender, 2022

• Consumers employ a broad range of protections
Figure 45: Protecting online privacy and data security, 2022

• Cyber surveillance concerns drive protections

DIGITAL SECURITY AND PRIVACY CONCERNS

COMFORT WITH DATA SHARING

SECURITY METHODS TO CONFIRM ONLINE IDENTITY

PROTECTING ONLINE PRIVACY AND DATA SECURITY
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Figure 46: Protecting online privacy and data security, by
digital security and privacy concerns index to all, 2022

• Seniors most active for many security precautions
Figure 47: Protecting online privacy and data security –
Older more likely to do, by age, 2022
Figure 48: Protecting online privacy and data security –
Younger more likely to do, by age, 2022

• Data sources
• Consumer survey data
• Marketing creative
• Abbreviations and terms
• Abbreviations
• Terms

APPENDIX – DATA SOURCES AND ABBREVIATIONS
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About Mintel
Mintel is the expert in what consumers want
and why. As the world’s leading market
intelligence agency, our analysis of
consumers, markets, product innovation and
competitive landscapes provides a unique
perspective on global and local economies.
Since 1972, our predictive analytics and
expert recommendations have enabled our
clients to make better business decisions faster

Our purpose is to help businesses and people
grow. To find out how we do that, visit
mintel.com.
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